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2. CocTaB U cofepxkaHue mep no oGecnevyeHuto 6e30nacHoOCTU NAH n
nnaH pa6ot no sawure MNAH, o6pabaTbiBaeMbIX B ncnou
OpraHusauuu

2.1. CocTas u coaep:kaHHe Mep 10 0GecIeueHHI0 §e30MacH0CTH O au

B cocras Mep o oecneuenuio 6e30nacHOCTH TIePCOHATBHBIX JAHHBIX, pealn3yeMbIX B
PaMKax CHCTEMbI 3aIIUTEI MEPCOHANBHBIX IAHHBIX C YYETOM aKTYyalbHBIX yIpo3 Ge30macHOCTH
TICPCOHAIIBHBIX IAHHBIX H IPUMECHSEMBIX HH(QOPMAIHOHHBIX TEXHONOTHIA, BXOJIST:

*  Mepsl 10 nieRTHHKATMK i ayTeHTHUKALKH CYGBEKTOB JOCTYIA H 00BEKTOB JIOCTyIIa
JMOJDKHBI 00eCIIeYHBATH IPHCBOCHHE CYGHEKTaM H 0GHEKTaM I0CTYIIA YHHKATBHOIO
Tpu3HaKa (HICHTHHKATOPA), CPABHEHHE [PEXBABIAEMOro CyGheKTOM (o6BeKTOM)
JNOCTyMa HACHTH(HKATOPA C TIepEeYHEM IIPHCBOEHHBIX HICHTH(HKATOPOB, a Takske
TPOBEPKY NMPUHAJUIKHOCTH CYOBEKTY (00BEKTY) HOCTYIIA TIPEIBABIEHHOTO HM
nneHTH(UKaTOpa (TIOATBEPKAEHNE MOTHHHOCTH).

*  Mepsl 10 yNpaBieHHIo JOCTYIIOM CyGBhEKTOB I0CTYIA K 0GBeKTaM JIOCTYIIa OJKHBI
00€CIeqHBaTh yNPaBIICHHE IPABAMH 1 IPHBHJIETHSME CyGHEKTOB JOCTyIIa,
pasrpaHuYeHHe 10CTyna CyObeKTOB I0CTyNa K 06BEKTaM I0CTyIIa Ha OCHOBE
COBOKYIIHOCTH YCTaHOBJICHHBIX B HH()OPMAIMOHHOM CHCTEME IPABUJT PAsTPAHHUCHISL
J0CTYTa, & TaKKe 00eCenBaTh KOHTPO/Ib 32 COOIIO/IEHHEM ITHX IPABHIL.

*  Meppl 110 OrpaHUYEHHIO POrPAMMHOI CPEJIBI 0JIKHbI 06eceTHBaTh YCTaHOBKY H (WJIH)
3aIlyCK TOJILKO Pa3peleHHOro K HCIOJIb30BAHMIO B HH(pOPMALMOHHOH CHCTeMe
IPOTPaMMHOr0 06ECTIEYeH S HITH HCKIIOUATh BO3MOXKHOCTD YCTAHOBKH H (FUIH) 3aIycka
3aNPCINEHHOTO K HCTIOJIB30BAHMIO B MH(OPMALIMOHHOMN CHCTEME IPOTPAMMHOIO
obecreyeHus.

*  Mepsl 110 3a1HUTe MAIIMHABIX HOCHTENE TIEPCOHANBHBIX AaHHEIX (cpencts 06paboTku
(XpaHeHus1) MepCOHANBHBIX JJAHHBIX, ChEMHBIX MAIMHHBIX HOCHTENEI HePCOHAIBHBIX
J@HHBIX) IOJDKHBI HCKIIOATh BO3MOXKHOCTb HECAHKIMOHHPOBAHHOTO JOCTYTA K
MAIINHHBIM HOCHTEIIAM U XPaHAIMMCS HA HEX MEPCOHAILHBIM TAHHBIM, a TAK)Ke
HECaHKIHOHUPOBAHHOE UCTIONB30BAHME CHEMHBIX MAIIMHHBIX HOCHTENEH TIepCOHANBHBIX
JIaHHBIX.

®  Mepsl 10 perucTpanun co65ITHIt 6e30MaCHOCTH JOIIKHBI 00eCTICUHBATS c6op, 3amuch,
XpaHEHHE U 3aIIUTy HHYOPMALUK O COBHITHSX GE30IIACHOCTH B MH(OPMALHOHHON
CHCTEME, a TAKOKe BOSMOXKHOCTH [IPOCMOTPA M aHaIH3a HHGOPMAIMH O TAKHX COOBITHAX
H pearnpoBaHHe Ha HHX.

*  Mepe! 110 aHTHBHPYCHOM 3aIHTe JOJDKHBI 06eCTIeunBaTh OGHapyKEHHE B
HH(OPMALHOHHOM CHCTEMe KOMIILIOTEPHBIX IIPOrPaMM JIHGO HHOH KOMITBIOTEPHOU
HH(OPMALKH, IPeHA3HAYEHHOMH V1S HeCAHKIMOHNPOBAHHOTO YHHYTOXCHHS,
GII0KHPOBaHNS, MONU(HKAIMH, KONHPOBAHHS KOMITBIOTEPHO# uHOOPMALHH WK
HeHTpaNU3aliy CPeaCTB 3aMHU Tl HHpOPMALHH, a TAKKE PeArHPOBAHHE Ha oOHapyxeHHe
9THX HPOTrpaMM U HH(OPMAIHH.

*  Mepsi 1o 0GHapyKeHHIO (IIPEIOTBPAIIEHHIO) BTOPXXEHHH JIOIDKHBI 00€CIEYnBaTh
OOHapy>KeHHe /IEHCTRHIl B HH(OPMALHOHHOM CHCTEMe, HAIDABIEHHBIX Ha
HECaHKIMOHMPOBAHHBIH JOCTYN K HH(OPMALMH, CTICIHATLHBIC BO3AEHCTBHS HA
MHDOPMAIHOHHYIO CHCTEMY H (W) TEPCOHANBHbIE aHHBIE B HENIX JIOOBIBaHMS,
YHHITOXEHHS, HCKXKEHNUS U GNOKMPOBAHMS IOCTYIIA K EPCOHATBHEIM JAHHBIM, @ TAKKE
pearupoBaHMe Ha 9TH AeHCTBHSL.
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{2751 10 KOHTPOJTIO (QHAH3Y) 3AIUIIEHHOCTH NIEPCOHANBHBIX JIAHHBIX JOJDKHDI
2CTIeYMBaTh KOHTPOJIb YPOBHS 3alIHIIEHHOCTH IEPCOHATBHBIX JAHHBIX,
25aThIBAEMBIX B HH(OPMAITMOHHON CHCTEME, TTyTeM HPOBEJICHHS CHCTEMATHICCKIX
OIIPHATHI 10 AHATU3Y 3AIMMIIEHHOCTH HHPOPMAIHOHHOH CHCTEMBI M TECTHPOBAHUIO
JTOCIIOCOOHOCTH CHCTEMBI 3aIlUThl EPCOHANBHBIX JTaHHBIX.

bI 10 0OECIEUEHHMIO IEJIOCTHOCTH HUH(OPMAIMOHHOM CHCTEMBI H IIEPCOHATLHBIX
BIX TOJDKHBI 00ecrednBaTh oGHapyKeHue (aKToB HECAHKIMOHUPOBAHHOTO
\IIICHHS TIENOCTHOCTH HH(OPMAITHOHHOMN CHCTEMBI H COZIEPIKAIUXCS B HEH
OHATBHBIX JAHHBIX, & TAKIKE BO3MOXKHOCTb BOCCTAHOBIICHHS HH(OPMAIIMOHHOX
MBI H COJIEPKAIMXCS B HEl TIEPCOHANBHBIX IAHHBIX.

51 110 0GECTIEYEHHIO IOCTYITHOCTH NEPCOHANBHBIX TAHHBIX JIOJDKHEI 00CCIeYuBaTh
OpH30BAHHBIH JOCTYII HOJTB30BaTENeH, IMEIONINX MPaBa 110 JOCTYIY, K

2 OHATHHBIM JAHHBIM, COIEPYKAMMCS B HHQOPMAIMOHHOI CHCTEME, B IITATHOM
e QYHKIMOHUPOBAHHS MH(MOPMAIFOHHOH CHCTEMBL.

51 110 3alllATE CPE/IBI BUPTYAIH3AIUH JOJDKHBI HCKII0YaTh HECAHKIIMOHUPOBAHHBIA
VI K [IepCOHATBHBIM AHHBIM, 0GPaGaTEIBAEMEIM B BUPTYaIbHOH uH(PACTPYKTYpE,
OMIIOHEHTaM BHPTYaTbHOM HH(PACTPYKTYPHL U (WIK) BO3ICHCTBHE HA HHX, B TOM

Te K CPE/ICTBAM YIPABIICHAS BUPTYalbHOH HH(pPACTPYKTYPOH, MOHHTOPY

STVATBHBIX MAIIKH (THIEPBHU30DY), CHCTEME XpaHEeHHs JaHHBIX (BKJIIOYAsT CHCTEMY

- zzeHus 06PA30B BUPTYalbHOM HHGPACTPYKTYPEI), CETH NEPE/Iatn NAHHBIX TePe3
2\(eHTHI BUPTYaTbHOH Wiid (u3uuecKoit HHPPACTPYKTYPBI, TOCTEBBIM ONEPAHOHHbIM

2\aM, BUPTYaTbHBIM MallHHaM (KOHTeHHepaM), CHCTEME ¥ CETH PeIlIMKalH,

-2-\7HATHHBIM U BUPTYaJIbHBIM YCTPOHCTBAM, a TAK)KE CHCTEME PE3CPBHOTIO

OBaHHSA ¥ CO3/1aBaCMbIM €10 KOIIHSM.

- [0 3aIITATE TEXHHYECKUX CPEICTB JOJIKHB] HCKIIIOYATh HECAHKIHOHUPOBAHHBIH

T K CTAMOHAPHBIM TEXHAYECKHM CPEIICTBaM, 00pabaTHIBAIONIIM [1EPCOHANLHEIE

Ie, CPEJICTBAM, 00CCIICTHBAIONTAM (yHKIMOHHPOBAHHE uHPOPMALIUOHHOMK

2=2Mp1 (Tastee - cpeficTBa ofectedenns (YHKIMOHIPOBAHUS), U B IOMELICHUS, B

~275IX OHH MOCTOSIHHO PACTIOJNIOMKEHE], 3IUTY TEXHUIECKHX CPE/ICTB OT BHEIHHX

{{CTBHIY, a TAKKE 3QNIMTY [EPCOHATBHBIX JAHHBIX, IPEICTABICHHBIX B BI/C

OPMATHBHBIX BJIEKTPHUECKHX CHTHAIIOB M GH3HYECKUX MOJIEH.

1 110 3arIHTe HHBOPMAIMOHHON CHCTEMBI, €€ CPEACTB, CHCTEM CBA3H U Nepe/iain

. TO7IKHBI 06ecTeduBATh 3AIIUTY IEPCOHATBHBIX JAHHBIX TIPH B3aUMO/CHCTBHI

OPMAITHOHHOM CHCTEMBI HJIH €€ OT/AENBHBIX CEMEHTOB C HHBIMH

OPMalMOHHBIMH CHCTEMaMH H HH(OPMALHOHHO-TEICKOMMYHUKAIIMOHHBIMH CETAMH

ICTBOM IIPHMEHEHHUS apXHTEKTY Pl HHYOPMALOHHON CHCTEMBL M IPOCKTHBIX

1}, HAPABJIEHHBIX Ha obecreueHue 0e30MacHOCTH NEPCOHATBHBIX JaHHBIX.

! 110 BHIABICHUIO MHIA/ACHTOB H PEArHPOBAHUIO HA HUX JIOJDKHBL 06eCreunBaTh

JKeHHe, HICHTH(UKAIMIO, aHATH3 HHIMICHTOB B HH(OPMALIOHHOH CHCTEME, a

2 IpHHEATHE Mep [0 YCTPAHEHHUIO H IIPEAYNPEKICHUIO HHIUICHTOB.

110 VIIPABIICHUIO KOH(HIypalueil HH}OPMAHOHHON CHCTEMBI ¥ CHCTEMBI SAIITHTHI

2OHATHHBIX JAHHBIX JOJDKHEI 00eCIedrBaTh yIPaBICHAC H3MCHCHUAMU

*ATypalH HHGOOPMALMOHHOM CHCTEMBI M CHCTEMBI 3allIUTHl IEPCOHANBHBIX JaHHBIX,

13 [IOTCHITHATHHOTO BO3LCHCTRHS IIIAHMPYEMBIX H3MEHEHHH Ha 00ecTieIeHIe

< 23071aCHOCTH TIEPCOHANBHBIX IAHHEIX, a TAKXKe JOKYMEHTHPOBAHHE STHX H3MEHEHUH.

DeaTH3aluy yKa3saHHBIX MEp IO obecrieueHHIO 0€30MacHOCTH MOTYT IMPHUMEHATHCA
3KpaHbl, CUCTEMBI 06Hapy)1<eﬁml BTOp)l(CHPIﬁ, CpeICTBa aHaIM3a 3alUIICHHOCTH,
#POBAHHBIC KOMIIJICKCHI 3alUThI 1 aHaIA3a 3alUIICHHOCTH HH(‘I)OpMaI.I]/II/I.




image7.png
Jina samuren [1/JH, npencraBieHHoM B BUIe HHPOPMATHBHBIX MJIEKTPUYECKUX CHTHATOB
H  (QU3MYECKMX IOJNEH MOryT NpHMEHATHCA CNENYIONME METOIBI M CIOCOOBI 3alUTHI
HEbOpMAIIH:
®  JICIIOJB30BAHHE TEXHUUECKUX CPEJCTB B 3aIIMINECHHOM HCIIOIHCHHH;
®  HCIONB30BAHME CPEJACTB 3aIIUTHl MHGOPMAIMH, IPOIIEANINX B YCTAHOBICHHOM
TOpAIKE IIPOLETYPY OLEHKH COOTBETCTBHS;
e pasMelmeHHEe OOBEKTOB 3alIMUTHl B COOTBEICTBHH C MpPENNHCAHHEM Ha
9KCITYaTalHIO;
® pa3MelIeHHE MOHKAIONMX TPAHCHOPMATOPHBIX IIOACTAHIHIA IEKTPONHTAHUS K
KOHTYpOB 3a3e€MJICHHsl TEXHHMYECKHX CpPEICTB B IpejeNnax OXpaHAeMOii

TEPPUTOPHHL;
e ofecreyeHue pa3Bs3KH LeHeil OSJIEKTPONUTAHHUS TEXHHYECKHX CPEICTB ¢
TIOMOII[BIO 3aLIUTHBIX GuIBTPOB, GIIOKHPYIOIIHX (IO AaBIISIOIINX)

MHGOPMATHBHBINA CUTHATL,

e ofecreueHre 3IeKTPOMATHUTHOH DPa3Bs3KH MEXTY JIHHUSIMHU CBS3H U NPYTHMU
LEMsIMH BCIIOMOTATENIBHBIX TEXHUYECKHX CPEJCTB M CHCTEM, BBIXOSLIMMH 3a
TpeJieNbl OXPaHsAeMOR TepPHTOPHH, U UHOPMAOHHBIME LIETISIMH, 110 KOTOPBIM
LUPKYJIMPYET 3aIluaeMas HHGOopMaIys.

Bo3smosxHbIe MeTOIBI U crioco0b! 3amuThl [1J]H, IpefcTaBIeHHbIX B BUAE aKyCTHICCKOM
| pedeBoif) HHGOPMAIHH, 3aKIFOYAIOTCS B PEaTH3allMd OPraHM3alOHHBIX U TEXHHYECKHX Mep
111 obecredeHus] 3BYKOM3OJALMH OTPaXKIAIOMUX KOHCTPYKIHMH HOMENIEHHH, B KOTOPHIX
pacIoyoXeHa HHPOPMAIIHOHHAA CHCTEMA, MX CHCTEM BEHTHJIMH M KOHIMI[MOHHPOBAHUS, HE
TI03BOJIAIONIEH BECTH IPOCIYLIMBAHIE aKyCTUYECKON (pedyeBoi) MHOpMALHUU HPH TOI0COBOM
3807 MEPCOHAIBHBIX JAHHBIX B HH(QOPMAIOHHOM CHCTEME WM BOCIIPOM3BEACHUH
TH(bOPMAIUN aKyCTHIECKUMH CPEJICTBAMH.

2.2. IIpuHIMIIBI B ¢I0COOBI ONpeie/IeHAs AKTYATbHBIX yrpo3 6ezonacHoctn I1/In

Jlns BeIOOpa W peammsamMH Mep 1o obecredeHmio OesomacHoctd IIJ[H B
nHQopMarmoHHO#  cucreMe OpraHM3alliyl Ha3HAYaeTCs OTBETCTBEHHBIM IO  3aluTe
iHGOpMAaUK B HHOPMALMOHHBIX CHCTEMAaX IePCOHANBHBIX JAHHBIX.

Beibop u peanmsaums Mmep 1o obecmedenmio GesomacHoct [1[ln B UCIIH
OCYINECTBISIIOTCS. HA OCHOBE, ompemeasseMblx B OpraHmsanuy, yrpo3 0e30macHOCTH
[IePCOHANBHBIX JAHHBIX (MOJENH Yrpo3) M B 3aBHCHMMOCTH YpOBHs 3amumenHoctd I[1]1H,
JIIpenieleHHOro B cooTBeTcTBHU ¢ IlocranoBnennem IIpaBurenscrBa or 1.11.2012 r. Ne 1119

OGS yTBepxkIeHHH TpeOOBaHMI K 3alllUTe NMEPCOHANTBHBIX MAHHBIX IPU HX 00paboTKe B
1H(bOPMAHOHHBIX CHCTEMaX IIePCOHAIBHBIX JaHHBIX).

Monenp yrpo3 pazpabaTsIBacTCs Ha OCHOBE CIIEAYIOIIUX METONMYECKUX JIOKYMEHTOB!

e bBasoBas Mozenb yrpo3 6e30MacHOCTH IEPCOHANBHBIM JaHHBIM IIpU 00paboTKe B
MHQOPMALMOHHBIX CHCTEMaX IEPCOHANBHBIX MAHHBIX, YTBEPXKACHHOH 15
tespaist 2008 r. 3amecturenem aupexkropa ®CTOK Poccuu;

e Meronuka OIpENETeHHS AaKTyaJlbHBIX Yrpo3 Oe30MacHOCTH IepCOHAIBHBIX
JIaHHBIX TIpH 06paboTke B HH(GOPMAIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX,
yTBepKIeHHOi 14 deBpais 2008 r. 3amectureneM aupexropa ®CTIK Poccun.

Mozens yrpo3 nepcoHaTbHBIM JAHHBIM COCTABIIAETCS OTBETCTBEHHBIM 10 3amute [1/[H 1
“TBepKIaercs pykopoxuteaeM OpraHu3anu.

I[TeproguyHOCTS IEpecMOTpa MoeH yrpo3 st Kaxaoi MCII/[H onpeneneHa B MyHKTE
2.4. TaHHOTO IOKyMEHTa.

2.3. Onpenenenne yposHs 3amumennocru IT1n
Ilpu  o6pabGoTke INEpCOHANBHBIX JAHHBIX B  HH(POPMAIMOHHBIX  CHCTEMax
“CTQHABIMBAIOTCS ypPOBHH 3ammimeHHoctd IIJ[TH B coorBerctBuu ¢ IlocTaHOBICHHEM
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IlpaButensetBa ot 1.11.2012 r. Ne 1119 «OG yrBepxxmeHuu TpeGoBaHui K 3amuTe
TepCOHANBHBIX JAHHBIX NPH WX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX
JaHHBIX».

Tpu ompenenenuu yposHst 3ammmenHocts I1/[H, mpu mx obpabotke B HCIIn
VUHTBHIBAIOTCS CIIEYIOIIIE HCXOIHBIE TaHHBIE:

e kareropus obpabarTbiBaeMblX B HMH(DOPMAIMOHHOH CHCTEME MNEPCOHANBHBIX
JIAHHBIX;

e 06beM 06pabaTbiBaeMbIX NEPCOHATBHBIX JaHHBIX (KOJNMYECTBO CyOHEKTOB
MEpPCOHATBHBIX JAHHBIX, NEPCOHANBHBIC JAHHBIE KOTOPBIX 00pabaTeIBAIOTCS B
HHPOPMALIMOHHOH CUCTEME);

© 3aJ[aHHBIE ONEPATOPOM XapaKTEPHCTHKH O€30IaCHOCTH MEPCOHAIBHBIX JAHHBIX,
oOpabarbiBacMbIX B MHQOPMAIIOHHOH CHCTEME;

o Tun yrpo3 6e3onacHocTy [1J[H, aKTyanbHBIX JUI HHGOPMAIMOHHOH CHCTEMBL

e mposepsieTcs ycnosue npuHamiexnocTH I/ coTpymaukam oneparopa [1/{n miu
HHBIM CyObeKTaM, He SBIISIONMMCS COTPY/IHHKaMH OIIepaTopa.

Ilo pe3ynbTaTaM aHAIN3a HCXOMHBIX JAHHBIX HH)OPMAIMOHHBIX CHCTEM MEPCOHATBHBIX
JaHHBIX TPHCBAUBACTCS COOTBETCTBYIOIMM YpOBeHB 3ammimenHocT IIJIH, u cocraBisercs
<AKT ompemenenus ypoBHs 3ammmenHoctn II[lH, mpu mx obpa6otke B HCII[H»,
VIBEpIKIaeMblit pykoBoauteneM OpraHu3aiuy.

VpOBEHb 3aIUIIEHHOCTH [IEPCOHANBHBIX JAHHBIX MOKET OBITH IEPECMOTPEH:

e [0 DEUICHHIO OTBETCTBeHHOro no samute II[{n B OpraHusamuu Ha OCHOBE
NPOBEIEHHBIX UM QHAJIN3a U OLEHKH yIrpo3 6e30MacHOCTH NEPCOHATBHBIX AAHHBIX
c ydetoM 0COGEHHOCTEH M (WIH) U3MEHEHHH KOHKDPETHOH HH(OPMANMOHHOMN
CHCTEMEI;

e [0 pe3yibTaTaM MEPOIPUATHI IO KOHTPOJIO 3a BENIONHEHHEM TpeGOBaHHH K
obecrieueHnIo G€30MacHOCTH MEPCOHANBHBIX NAHHBIX IpH HX 00paboTke B
HHPOPMAIIMOHHOMN CHCTEME.

2.4. Tlnan meponpusiTuii o odecneuennio Gesomacnocrn In
Jlna obecredenns Ge30MAaCHOCTH IPOLECCOB 0OpabOTKM MEPCOHANBHBIX JAHHBIX B
OpraHu3aluH, JOJDKHBI GBITh BBHIIONHEHB! PaGoTEl, B COOTBETCTBHH C IUIAHOM, YKa3aHHOM HIDKE:

MeponpusitTne | Ilepnoguanocrn
OpraHu3anuoHHbIe MEPONPUITHS
OGcnenoBanye HHGOPMAITMOHHBIX CHCTEM
TIePCOHATBHBIX TAHHBIX
Onpenenenne nepeuns UCITn Pazopoe
Omnpenenenne oopabarsiBaeMbIX T1J1H 1

Pazosoe

PaszoBoe
00GBEKTOB 3aIUThI
OrpeienieHne Kpyra JUI, y9acTBYIOIHUX B
Pazosoe
obpabotke [1/Tn
OnpeiesieHne OTBETCTBCHHOCTH JIH
pen o PasoBoe

YYacTBYIONIHX B 06paboTKe
OrmpeeneHne mpas pa3srpaHAYEHHs JOCTyNa
nosb3osareseit UCITIH, HeoOXOMUMBIX I Pazopoe

BBIIIOJIHEHHS IOJDKHOCTHBIX 00s13aHHOCTER
Ha3snayenre OTBETCTBEHHBIX 3a 6€30IaCHOCTD U
opraumsamuio UCI1/JIn
Onpezienenue ypoBHs 3amuiersocty [IIa mis
Beex BeiaBIeHHbx UCITTH
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PazoBoe

PazoBoe
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MeponpusitTne

TlepHoanIHOCTH

VcTaHOBIIEHHE KOHTPOJIMPYEMO# 30HBI BOKPYT
HCIOx

Pazosoe

BrI60p MOMELICHHUIA 1715 YCTAHOBKH allIapaTHBIX
cpencts UCIIJ/IH B MOMEIEHHSIX, C LETBIO
ucxmovyernst HCJI i, He HOIMyIMIEHHBIX K

ob6pabotke 1111

PaszoBoe

Opranu3anys peXXuMa 1 KOHTPOJIsS T0CTyIa
(oXpaHsbl) B IOMEIIEHHS, B KOTOPHIX
ycraHoByeHs! amnaparsie cpenctsa MCII/TH.

PazoBoe

OpraHu3anus MopsaKa Pe3epBHOTO KOUPOBAHMUS
1 BOCCTAHOBJIEHHS 3alMIacMoif HHOpMaIuy Ha
TBEp/ible HOCHTE/IH

PazoBoe

BaeieHue B IeCTBIE HHCTPYKIUH 10 3aIIUTE
UCIITa

PazoBoe

Opranuzanust HEQOPMUPOBAHHS U 00y IEHHS
COTPY/HHUKOB O MOpsIKE 06pabOTKH U 3alIUTHI *

ORI

PazoBoe

Pa3paGoTKa JOJDKHOCTHBIX MHCTPYKIHH O
nopsiake o6paGorku I1/TH 1 obecneyeHnn
BBEJICHHOTO PEXKHMA 3aIIUTHL

Pazosoe

Pa3paGoTka HHCTPYKIMH O IEHCTBHH B CITydae
BO3HHKHOBEHHSI BHEIUTATHBIX CUTYallMH

PazoBoe

Pa3paboTka n0I0XKeH:s 06 06paboTKe H 3aluTe
I1JTn, o6pabareiBaemeix B UCITJIH

Pazosoe

VTBepiK/IeHHIE IIOIUTHKH OE30TIacHOCTH
TIEPCOHANBHBIX AHHBIX

PazoBoe

Oprasu3anes XypHaja yaera ooparmeHuii
cyGbexroB I1]1H

Pa3oBoe

OpraHn3anys NepedHs o y4eTy TEXHHIECKUX
CPEJICTB U CPEACTB 3alIHTEI, A TAKKE
JIOKYMEHTALUH K HUM

Pazosoe

OpraHu3auys [I0CTOB OXPaHHI JUIs MPOIyCKa B
KOHTPOJIMPYEMYIO 30HY

PazoBoe

I/IH)l(eHepHO-TeXHH'IGCKﬂe MepPONPUATHS

BreapeHHe TEXHHYECKOH CHCTEMBI KOHTPOJIS

Pasosoe
JIOCTYIIa B KOHTPOJIHPYEMYIO 30HY ¥ IOMCIICHHS
BreipeHne TEXHHYECKOH CHCTEMBI KOHTPOJIS
PaszoBoe
nocryna K anemerram UCTIIn
YcraHoBKa XaJIO31 Ha OKHaX Pasooe
BHepeHue pe3epBHBIX (AyOIHpPYIONIHX)
TEXHUYECKHX CPEICTB KIIFOUEBBIX 3JIEMEHTOB PazoBoe

NCIn

Meponpustust o BHeapennio C3U ot HCIY

Breapenue cuctems! 3aumtst ot HCJT na

PazoBoe
pabourX CTaHIMAX ¥ CEpBEpax
BHezpeHne CHCTEMb! aHTHBHUPYCHOMN 3aIIUTHI PazoBoe
Buezpenue cpeiCTB MEXCETEBOTO
AP pen Pazosoe
9KpaHUPOBAHUS
BuepeHue cpeCTB aHAIN3a 3alIUIICHHOCTH Pa3zoBoe
Brepenue cpecTB 0GHAPYXEHHs BTOPKEHUH PazoBoe
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MeponpusTue Hepnognunocrs
Cospmanue xypHana BHyTPeHHHX IIPOBEPOK H EoXeMeCsIHO
HO/ICPKAHUE ETO B AKTYAILHOM COCTOSHHHI

KonTposs Haxt cobimonennem pexuma 06paGoTku S —
I u
KOoHTposTh Hast COGIIIOICHHEM PeXKUMA 3AIATHL Esxenuenno
KoHTpostb Hall BEIOIHEHHEM aHTHBUPYCHOI Exxenenensto
3aIIHTHL
KoHTponb Hax co6MI0IeHreM PeXHMa 3aIATEL
TIPH MTOJIKIIFOYEHMH K CETSIM OOIIET0 MOIb30BAHMUS Exenenensuo
U (MJIH) MEXJIYHApOHOTO 0GMeHa
IIpoBesieHue BHYTPEHHHIX IPOBEPOK HA TPEMET
BBISBJICHUS U3MEHEHHH B pexume 06paboTku 1 Exerozso
samuThl [110
KoHTpoJIb 32 0GHOB/IEHHUAMH IPOrPAMMHOTO
obecnieyeHHs U eIMHOOGPa3Hs IPHMEHIEMOrO ExenenensHo
I1O na Bcex snementax UCITk
KonTposs 3a oGecniedeHneM pe3epsHOro
Exemecsuno
KOIHPOBAHHS
Opranu3anus aHalM3a ¥ IepecMoTpa

HUMeIonmxcs yrpo3 6esomacHocta [1/1H, a Taxoke
Exeronno
TIpeJICKa3aHue TOSABICHHS HOBBIX, €llle
HEM3BECTHBIX, YTPO3
IMoanepixanue B akTyalbHOM COCTOSHHH
Exemecsano
HOPMAaTHBHO-OPTaHU3AMOHHBIX IOKYMEHTOB
Konrpob 3a pa3pa6oTkoit u BHeCeHHEM
HU3MEHEHHH B IPOrpaMMHOe o0ecIieueHne
coOCTBeHHOM pa3paGoTky wim mratHoe I10,
Exemecsuno
CIeHabHO JopabaThIBaeMoe COGCTBEHHBIMHI
Pa3paboOTYNKAMH WM CTOPOHHHMHI

OpraHM3allHsIMH.
Tectuposanue peanusauus npaBun GuisTparmm
Ha MD, HaCTPOEK CHCTEMBI 3allUTHI OT HCLH,
CHCTEMBI 3allUTHI OT BHPYCOB, CHCTEMBI
OOHapy)XeHHs BTOP)KEHUI U aHaTH3a
3aIHIEHHOCTH

Esxemecstuno
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3. TpeboBaHuA no obecnevyeHuto 6e30MacCHOCTU NEPCOHaNbHbIX
AaHHbIX

Bribpannele u peanusoBaHHEIE Mepbl 0 ofecrieyeHnto GezomacHocTH IIJIH TOMMKHBI
CIIeYMBATH HEHTPATH3ALMIO MPEIONAraeMbpIX yrpo3 Ge30IaCHOCTH IEPCOHAIBHBIX MaHHbIX,
11X 00paboTke B MHYOPMAIMOHHEIX CHCTEMAX B COCTABE CHCTEMBI 3aIUTHI MEPCOHATBHBIX
Zz=HpIX Oprausanuy.

CucTema 3aIUTHI IEPCOHATBHBIX JAHHBIX, CTPOMTCS Ha OCHOBAHMH:

e Mogenn yrpo3 6e30macHOCTH IEPCOHATBHBIM HAHHBIM TIPH HX 00paboTke B
HHOOPMAIMOHHON CHCTEME IEPCOHANBHBIX NaHHBIX «CoTpymamku» MAY JIO
UTT «IOue1i TexHuK» TIOMEHCKOr0 MYHULMNIAIEHOTO pAioHa;

* Mogemn yrpo3 6e30macHOCTH MEPCOHATBHBIM NaHHBIM IPH HX 06paboTke B
HH(POPMAIHOHHOM CHCTEME NMepCOHATBHBIX aHHBIX «O6yyarommecs» MAY 10
LTT «IOueIi TexHuK» TIOMEHCKOr0 MYHUIUNIAILHOTO paioHa;

o TexHHYECKOTO  IIPOEKTA  «CHOTEMBI  3alIMTHl  IEPCOHANBHBIX  JAHHBIX
HHOOPMAIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX MAY JIO ITT «IOHEIM
TeXHHUK» TIOMEHCKOro MyHHIMNIANEHOTO paiioHa;

¢ PykoBomsmux nokymentoB ®CTIK u ®CB Poccun.

Bripanneie Heo6XoauMble MeponpusThs 1o 3amute [IJIH oTpaxarorcs B «OmucaHHR
MBI 3aIIUTHI NepCoHanbHBIX AaHHBIX MAY JIO LUTT «IOubii texauk» TroMeHCKOTO
1I1aTbHOTO paifoHa.

3.1. TpeGopanus no obecredennio 3amursl B UCIIn «Corpyannkm» n HCIIIn
«Odyuaomuecs»

14 sammter o1 HCJT B UCITJH Ha paGo4YmX CTaHUMSX M CEPBEPAaX YCTAHABIMBAETCS

2 3aIIHTEl HHPOPMALUH, 00ecerBaIONIHIE:

SHTHQHKAMS W ayTeHTH(HKANHA IOJb30BaTelell, SBISIOMEXCH paGOTHHKAME

T2patopa;

D2BICHHE HIEHTH(MKATOpPaMH, B TOM HHCIE CO3JAHHE, NPUCBOEHHE, YHHUTOXCHHE

D2BICHHE  CPEACTBAMM  AyTeHTHQHKAIMM, B TOM WYHCIEe XpaHEHHE, BbIIAva,
aTi3anusd, OIOKMPOBAHWE CPENCTB AyTeHTH(QHKANMM U NPHHSATAE MEP B Clydae
1 H (M) KOMIIPOMETAINH CPEJCTB Ay TeHTU()HKAIIK;

2 00pATHOM CBA3M IIPH BBOJIE Ay TEHTH()HKAMOHHOM HHPOPMAHK

{THOHKAIMA M ayTeHTH(HKAIMs II0Jb30BaTelell, He ABIMOMUXCA pPAOOTHHKAME
~2paTopa (BHEIIHHX IOJIb30BaTeleil);

BIeHHe (3aBe/ieHHe, aKTHBALMS, GJIOKAPOBAHUE ¥ YHHYTOKEHHE) YICTHBIMH 3aIIACSIMH
30BaTeIeH, B TOM YHCIIe BHEIIHUX M0JIb30BaTeNIeh

113alHA HeOOXOMMMBIX METOJOB (MMCKPENMOHHBIA, MaH/AaTHEII, pOJIEBON MIIM MHOM
I). THIOB (4TEHHE, 3aNKCh, BHIIOJHEHHE WM HHOW THI)) M IPABHJ Pa3srPaHHYCHHS
a:

CerMEHTaMH  MHQODMAIHOHHON  CHCTEMBL, a TaKwke  MEXTY
PMalHOHHBIMH CHCTEMaMH;

IeTeHHE  MojHOMoumit  (ponei) moib3oBaTeNei, aJMHHMCTPATOPOB W  JIMII,
CTISYHBAIOMMX (YHKIHOHHPOBAHHE HH()OPMALMOHHON CHCTEME,
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- HasHaueHue MUHMMQIBHO HEOOXOAMMBIX IIpaB M  TPUBHJIETHA  MOJB30BATEIIM,
aIMHHHCTPATOpaM M JHI@M, OGEeCIedYrBalolMM (YHKIHOHHPOBAHHE HH(MOPMALMOHHOMH
CHCTEMBI;

- OrpanddeHHe HEYCHENHBIX NONBITOK BXOJa B HHGOPMAIMOHHYIO CHCTEMY (HOCTyma K
HH(OPMALMOHHOI cHCcTEME);

- Peanmsanus 3aIIMIIEHHOTO yAAJIEHHOTO JOCTYIA CyOBEKTOB JOCTYyNa K 00BeKTaM JOCTyIa
Yepe3 BHEIIHHE HH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHBIE CETH;

- VmpaBieHHe B3aUMOAEHCTBHEM ¢ HHQOPMAIMOHHBIMA CHCTEMAMH CTOPOHHHX OPraHH3aIui
(BHeIHHUE HHPOPMAIMOHHEIE CHCTEMEI);

~  Omnpeznenenne coObITHI G€30I1aCHOCTH, MOJIEKAIMX PETHCTPALUH, ¥ CPOKOB HX XPaHCHHS;

- Onpenenenue cocraBa M COACPKaHHA HMHGOPMAmMH O COOBITHAX 6e30I1aCHOCTH,
IO VIXKAIIUX PETUCTPAIAH;

- (Co6op, 3anmuch H XpaHeHHe HHGOpMAamMM O COGBITHAX 6€30MacHOCTH B TCYCHHE
VCTAHOBJICHHOTO BPEMEHHU XPaHEHHUS;

- 3ammra uHbOPMAIMH O COOBITHIX 6€30I1aCHOCTH;

- Peaqnsanus aHTHBHPYCHO 3aIlTUTH;

- OdHoBneHue 6a3bl JAHHBIX IPH3HAKOB BPEOHOCHBIX KOMITBIOTEPHEIX TIPOrPaMM (BHPYCOB);

- Opranusanuss KOHTPOJHPYEMOHl 30HBI, B IpENENax KOTOPOH MOCTOSHHO pasMeIlaloTcs
CTAalIMOHAPHBIE TEXHHYECKHE CPEACTBA, 0OpabaThiBalomue HH(POpPMAIMIO, M CPEICTBA
3aIIMTH MHQOPMALIUH, & TAKXKE CPEACTBA oOecreyeHus pyHKIMOHUPOBAHHS;

- KoHTpomnb ¥ ympasieHHe QHU3MYECKHM NOCTYIIOM K TEXHHYECKHM CPEJICTBAM, CPEICTBAM
3ammTE  MHQOpMAIMH, CpeAcTBaM obecmedeHHs (YHKIMOHHPOBaHHS, a TaKKe B
TOMEIIEHHS KM COOPY)XEHHS, B KOTOPBIX OHH YCTaHOBJICHBI, HCKJIOYalOIHe
H2CaHKIHOHHPOBAHHBIH (PM3HIECKUI JOCTYI K CpeACTBaM 00pabOTKH HH(pOPMANHH, Cpexc-
TBaM  3amUTEl MHGOPMAUMH W CPEACTBaM  oOecredeHMs  (QYHKIMOHMPOBAHHMS
HMOPMAIMOHHOM CHCTEMBI, B TOMEIIEHHS M COOPYXKEHHSI, B KOTOPBIX OHH YCTaHOBJICHEI;

—  Pasvemenue ycTpoHcTB BbiBoja (OToOpaxkeHws) HH(pOpMAIMH, HCKIIOYAOMEe ee
E2CaHKI[MOHUPOBAHHBIH TPOCMOTP;

- KOHTPOTb YCTAaHOBKM OGHOBJNEHHH MPOrPAMMHOTO OOECHedeHHs, BKJIIOYas OOHOBNEHHE
[POrPaMMHOTO 0GECIIeYe s CPEACTB 3alUThl HHpOpMaIIH;

- KouTpoas  paGOTOCIOCOGHOCTH, — NAapaMETpOB  HACTPOMKA M IPaBHIBHOCTH
SVHKIHOHHPOBAHHS IIPOTPAMMHOI0 0GECIIeUeH s ¥ CPE/ICTB 3aIUTh! HH(opMarum;

—  KOHTpOIb COCTAaBa TEXHHYECKHX CPEJCTB, IPOTPAMMHOTO 0GECTIEYEHHs 1 CPE/CTB 3alllHThI
1HGOPMAIIUH;

— OGecredeHde 3almUTHl NEPCOHANBHBIX JAHHBIX OT DACKpHITHA, MOJAMQHKAMH |
=3343BIBaHHA (BBOJA JIOKHOH HH(OpMaLuH) IpH ee nepeade (IOArOTOBKE K Mepe/ade) mo
xaHaTaM CBS3H, MMEIOIMM BBIXOX 3a Ipeleisl KOHTPOIMPYEMOW 30HBI, B TOM 4HCIE

§eCIpOBOIHEIM KaHAJIaM CBA3H;

3.2. TpeGopanns no opranmsanuu obecredenns 6ezonacnoctu B UCIITx
Peructpupyemble cucreMoii 3aumtsl 0T HCJI coGbrtus 6e30macHOCTH Ha KOMIIBIOTEpax
cersepax MCIIH OO/MDKHBI [POCMATPHBATBCA M aHAIM3UPOBAThCA HA HAIMYMEe HE
HOHHPOBAHHBIX JEHCTBUMA aJMUHACTPATOPOM GE30aCHOCTH 10 PACNUCAHUIO, YKASAHHOMY
xme 2.4.
1t 3bQeKTHBHOM 3aIIUTEl OT BPEIOHOCHBIX IIPOrPaMM M BHPYCOB HA KOMIIBIOTEpax M
cersepax MCIIJIH mepuonudecku (no pacnucanuio, ykasawnomy 6 nynkme 2.4) IOJDKHBI
Zr0BepaTes XKyPHAIIBI CHCTEMBI aHTHBHPYCHOHN 3aIIMTHL
1a obecnevenus 3amutel VUCIIJH ot yrpo3 6Gesomacuoct IIJln B Opranusaunn
XOIHMO 00€CTICUHTE:
e KOHTPOJb JOCTYIA IOJB30BATEIeH K 3allMIIAEMBIM PECYPCaM B COOTBETCTBHH C
MaTpHLEH JocTyna;
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® yYyeT BeeX 3alUIIaeMbIX HOCHTe e HHGOPMALHH C IIOMOIIBIO HX MapPKUPOBKH K
3aHECEHHEe YYCTHBIX JAaHHBIX B JKypHAI ydeTa C OTMETKOM 00 HX BBIIaue
(npueme);

e (ushyeckas OXpaHa TEXHHYECKHX CPEACTB HH(POPMALMOHHON  CHCTEMBI
(ycrpoiictB ® Hocureneit uHGMOpPMAINM), IPELyCMaTPUBAIONIas KOHTPOJb
JIOCTYIIa B [IOMEIIEHHUs] IIOCTOPOHHKX JIML, HATHYHE HAJE)KHBIX PENSATCTBAR [T
HECAaHKI[HOHHPOBAHHOTO IIPOHUKHOBEHHUS B IOMEIICHHS ¥ XPaHWINIIE HOCUTENei
uHpoOpManun;

® HaJM4YHE CPEJCTB BOCCTAHOBJICHHS CHCTEMBI 3allUTHl HEPCOHAIBHBIX JIAHHBIX,
[peAyCMaTPUBAIOIIMX BEACHHE JBYX KOIHH MHPOrpaMMHBIX KOMIIOHEHTOB
CPe[CTB 3alUTH HH(MOPMALNH, HX IEPHOAMYECKOe OGHOBICHHE M KOHTPOJB
PaboTOCIIOCOGHOCTH.

e IIporecca KOHTPOJIS 32 LEIOCTHOCTBIO IPOrPaMMHON ¥ HH(POPMAIIHOHHON YaCTH,
MPOLE/YPBI BOCCTAHOBIICHUS (10 pacnucanuio, ykasannomy 6 nynkme 2.4).

3.3. Hopsinok opranmsamuu gocryna k MCIITn

Bcee moms3oBarenn MCIIJIH momkusl mMers moctyn kK pecypcam MCIIJIH Tomeko B
:7IT3STCTBHH C pa3speIlEeHUsIMH, YCTAHOBICHHBIMH B «MaTpune JocTyma Iomb3oBaTeneil K
ay UCTTTu».

OpraHu3ands JOCTyna HOBOTO moib3oBateneid k pecypcam HCIIJIH ocymiecTsiseTcs
IOMIEM 00pasoM:

1. CormacoBanue pnocryma moib3oBatens K pecypcam HCIIla um noGasneHue
nonb3oBareNst B «CIHCOK JIHI, JOCTYH KOTOPBIX K IEPCOHAIBHBIM JaHHBIM,
obpabarpiBaembix B HMCIIJ[H HeoOXomuM Ui BBINOJNHEHHS CIyXEOHBIX
(TpyOBBIX) 00sI3aHHOCTEH »;

Osnakomiierue 1ojp3oBarenst ¢ «IlonoxenueM 06 o6paborke u 3ammTs! [1/1H B
OpraHu3anuu» 1 HCTpeGOBaHHE C MOJIB30BaTeNs Ioxnucanus «CorjiameHns o
Hepasrinamenud [1Tay;

Co3jaHne y4eTHOM 3alMCH IIOJNB30BATENs M OPraHU3alUs JOCTya B
COOTBETCTBHM C pa3pelIeHHsMH, 3aQUKCHpOBaHHBIMH B «MaTpuie xocTyna
nonp3oBareneit k pecypcam UCITIEY.

IIps HeoOXOAUMOCTH yAaTIeHHs IOCTyIa Ioib3oBarens K pecypcam MCIIH (B ciyyasx
s2HIL COTPYAHMKA U T.J.) HEOOXOAMMO 3aGJIOKHPOBaTh (MM YIAJIMTh) YUETHYIO 3allHCh
33TeI1 U OTKOPPEKTUPoBaTh «CIHCOK JIHII, JOCTYI KOTOPHIX K NMEPCOHANBHBIM JaHHBIM,
BaeMbix B VICIIJITH HeoOXOOWM JUI BBIIOJNHEHHS CIYKEOHBIX (TPYHOBBIX)
OCTeR M.

<

139

%)

34,  Tlopsimox 06paGoTKH HHUHICHTOB (€30MaCHOCTH

“Topsagoxk o6paboTku HMHIMAEHTOB Oe3omacHoctd IIJIH ommcan B «MHCTpyknuu 1o
iH pesepBupoBaHus M BoccraHoBieHms HCIIJIH, o6pabGoTka WMHIEAEHTOB
oct UCITE».

u BoccranoBnenns HCII/Ix, oOpaboTka WHIMIEHTOB

4. MNMonb3oBatenu UCMNOH

3 Oprasu3alud MOXHO BBIIEIHTH CIEIyIOIMe Ipynmsl nois3osatenelt MCIIJIn,
=X B 00paboTke U XxpaneHuu I1]1x:
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* AIMHHHCTpaTopa 6e3omacHocTH;
¢ Onepatopa APM;
~laHHBIE O TpyNIIaX MONB30BATEISX, YPOBHE UX JOCTyna ¥ HH(GOPMHUPOBAHHOCTH HOJDKEH
= - TPKCH B MaTpHLE 0CTyNa ONB30BaTeNel K pecypcam HCII/In.

4.1 AnmunncrpaTop GesonacuocTn
Anmunuctpatop  6e3omacHocTn, COTpynHuK  OpraHusaudy, OTBETCTBEHHEIH 3a
dyuxumonnposanne C3IIJ[H, BKmOUas obciTyXuBanue u HAaCTPONKY aIMHHACTPATHBHOI,
CePBEPHOM M KIIHEHTCKOM KOMIIOHEHT HCTIOu.
AZIMHHHCTpaTOp 6€301acHOCTH 06amaeT CJIEAYIONINM YPOBHEM JIOCTYIIA U 3HAHHIL:
® obnamaer npaBamMu Anmurncrparopa UCTITx;
¢ obnanaer monHoi uHbOpManHeii 06 HCTIOn;
® HMECT NOCTYN K CPeACTBAM 3AIUTEl HHpOpMAuuH TIPOTOKOJMPOBAHAS U K
“aCTH KII04EBBIX 35eMenToB UCII Tm;
¢ HC HMECT NpaB JOCTYNa K KOHMUIYPHPOBAHHIO TEXHHUYECKHUX CDPEZICTB ceTH 3a
UCKIIOYCHHEM KOHTPOJIBHBIX (HHCIICKIIOHHEIX).
AIMUHHACTPATOp Ge30IaCHOCTH YIIOMHOMOUCH:
® PCaNTU30BBIBATH OJUTHKH GE€30IIACHOCTH B YaCTH Hactpoliku CK3U, mexceTeBbix
OKPaHOB M CHCTeM OCHApYKEHHS aTaK, B COOTBETCTBHH ¢ KOTOPBIMH
noss3osarens (Oneparop APM) monydaeT Bo3sMOKHOCTS paboTarth ¢ eMeHTaMI
HCIITn;
® OCYIIECTBIATH ayJUT CPEACTB 3AILHTHL,
® YCTaHABIMBATL JIOBEPHTE/BHbIC OTHOMICHUS CBOCH 3AIIAIEHHOMN CeTH ¢ CeTsMu
npyrux Opranuszanum.

4.2 Ontepatop APM
Onepatop APM, cotpynaux Opranusanuy, ocymecTssomTmit obpaborky I1/[a.
Obpabotka ITJlH BKIOYAET: BO3MONKHOCTE npocmotpa I1/TH, pyuroii Beox II/[u B CHCTeMy
HCIOn, ¢opmuposanne CHPaBOK 1 OTYETOB MO HH(BOPMALMH, MOTYYCHHOH H3 HCIIA.
Omepatop He HMeeT TomHOMOWHH s YIpaBJICHUS HOACHCTEMaMH O06GpaGOTKH HAHHBIX H
C3I1n.
Oneparop UCIT/Tu o6iamaer CIIEYIOIMM YPOBHEM JOCTYIIA U 3HAHHIA:
® 00namaeT BCeMH  HEOGXOMMMBIMU aTpubyTamu (Hampumep, apoJem),
0GeceunBAIOIMMH TOCTYII K HEKOTOpoMy moaMHOxecTBY I1)TH;
¢ pacnonaraer KOH($HACHIHAILHBIME JAHHBIMH, K KOTOPBIM HMEET HOCTYIL.

* obranaer 4acThi0 MHQGOPMALMHM O TEXHHUECKHX CpeACTBax M KoH(Hrypamun
HCII/g;

® HMeeT QH3MUCCKUIl OCTYI K TeXHHIECKHM cpencteam o6pabotku nudGOpMAaHK
U CPEJICTBaM 3allUTE,

¢ 3HAeT, II0 MEHbIIIeH Mepe, OJTHO JIeraNbHOE HMs JOCTYIIA.

5. Tpe6oBaHus k nepcoHany no o6ecnevyeHuo 6e3onacHocTy
NnepcoHanbHbIX AaHHbIX

“H3MH, ABIAI0MHecs nonb3osatesiva UCTIIH, D0mKEB YeTko
SCTAHOBICHHBIC MpaBMIA M OGM3AHHOCTH 1O XOCTYNy K
FOIREIIO NIPHHATOTO pexuma 6e3omacHocty I1)]x.
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COTPYAHHKA HENOCPEACTBEHHBIH HaYaIbHUK
C2433aH OpraHM30BaTh €r0 O3HAKOMIICHHE ¢
DME - IOKYMEHTaMH, — DerJaMeHTHPYIOMIHMH
JUCHHE HABBIKAM BBIIOJHEHHS IIOIEyp,
b30Banusa UCIT/[u.

~¢H CO CBEACHMAMH IIOJIOXKEHMS 110 06paboTKe M
ZHHBIX, 00pabaThIBAEMBIX B Opranusanuy.
“33}I0IIHE TEXHHYCCKHE CPEACTBA ayTeHTH(HKALUH,
SHTH(UKATOPOB  (IEKTPOHHBIX KIo4ei) u  He
{QAHOCTb MX YTEPH WM HCHONB30BAHHS TPETHHMHI
JT TETCOHATBHYIO  OTBETCTBEHHOCTH 33  COXPAHHOCTH

TIpH BCTYIUIEHHH B 10T
TIIpa3IeaCHHA, B KOTOPOE OH
JIOTKHOCTHOH — MHCTpYKIMel
TpeGoBaHmA 10 3ammre 1Tk
HEOOXOUMBIX ISt CaHKIMOHHD

COoTpynHUK IOIDKEH Gb:
obecreuennio Ge30macHOCTH re=

Cotpynunku Opranmnsa
JOJDKHBI - 00€CIeYnBaTh CO
fJomyckate HCIT x mmM, a
munamu.  Ionesosare:n
HIEHTH(HKATOPOB.

Cotpynauxu

JOTKHBI  CHENOBATh  YCTAHOBNEHHEIM — IPOIEIypaM
ILTn npu BEIGOpPe M HCHONB30BAHHK napoeif (ecnu He
ayTeHTH(HKALUH).

JOJUKHBI  0OECHeuMBATh  HaEKAIIyIo 3aIIUTy
[PHCMOTPA, 0COGEHHQ B TeX CIyuasX, KOTJa B OMEINCHHe
Tima. Bee mome3oBarenn momkHBI 3mAaTh TpeGOBaHUS 110
1 3aIMUTB 000PYNOBAHHS, OCTABJIEHHOTO 0e3 TPHCMOTpA, a

HCIIOJIB3YIOTCSA TEXHHYECK TS

Cotpymuuka  Op:
060pyNOBaHHs, OCTaBIfe:M
HMEIOT JIOCTYII II0CTOP
OesomacHocrn IT/Tn & mp
TaKOKe CBOM 00S3aHHOCTE 10 032CITeUeHHIO TaKOi 3aITHTEL

CoTpymmuKay 3azperastcs ycTaHaBIMBATH TOCTOPOHHEE NPOrPaMMHOE 0GeCHeyeHHe,
TOAKIMOYATh JHYHbIE MOGHI-HEIE YCTPOUCTBA M HOCHTENH HH(OPMALMY, a Taksie 3aIHCHIBATH
Ha HUX 3aIIAIIACMYT0 HEQOPMAITHIO.

Cotpynnnka, a Taxske GBIBIINM COTPYIHHKAM, 3aNPEIIACTCs PA3T-IAIATh 3AIIHIIACMYIO
HH(OPMAIMIO, KOTOpas CTala UM H3BECTHA IpH paboTe ¢ MHYOPMAITHOHHBIME CHCTEMAMI
OpraHusanuu, TpeTbiy THuaN.

Ipu paGore ¢ II[lx B HUCIIu corpynuukn Opramusamus oGs3amb! obecreynTs
OTCYTCTBHE BO3MOKHOCTH Tpocmotpa IIJIH TpeThuMH HuaMm c MOHHTOPOB APM mmm
TEPMHHAIOB.

Ilpu 3aBepmenun paGoTel ¢ UCIlu cotpynuuks obssanbl sammTuts APM inis
TEPMUHAJIBL € TOMOIIBIO OJOKHPOBKH KITHOYOM WIH SKBHBATCHTHOTO CpeaCTBa KOHTPOJIS,
HalpUMEp, IOCTYIIOM I10 IaPOJII0, €CITH HE UCTIONB3YIOTCS G0Tee CHIbHbIE CpeICTBA 3aIKTEL

Cotpynuuky OpraHH3auH I0KHB GBITh IPOHH(OPMHPOBAHEL 05 yTpo3ax HApPYIIEHHS
pexuMa Gesonacnoctr ITJ[H W OTBETCTBEHHOCTH 3a ero Hapymenne. OHH JOJDKHBI OBITH
O3HAKOMIICHBI € yTBEPIUICHHOH (POpMaNbHOM NpOrteTypoit HaToKeHHs JUCIUILTHHAPHBIX
B3BICKAHMI HA COTPYJHHKOB, KOTOPHIC HapylIU.TH NPHHATBIE TNOJHTHKY M IIPOLEIypEI
Gesomacrnoctu I1)Tx.

Cotpynuuku o6s3ansr Ges OPOMEIUICHHA CO00IaTh 060 BCEX HAGIIONAEMBIX HITH
IOXO3PUTEIBHBIX ciyuasx pabotsl MCIT/IH, koTopsle MOTYT HOBJIEYb 3a c0GOif yrpossr
Gesonacroctu II[IH, a Takke O BHIABICHHBIX HMH COOBITHAX, 3aTpardBarOlIEX Ge30MHacCHOCTD
111, pyxoBoncTBy moapasaenenus u JHIY, OTBEYAIOIIEMY 3a HEMEUIEHHOE pearupoBaHHe Ha
yrposst 6ezomacsoctu I1]Tx.

o)

Konrpoar 3a cofmozenneM, Boime ommeammbix TpeGoBaHMii 10 3ammTe
TMEPCOHATLHBIX IAHHBIX COTPYIHHKAaMH OpraHH3alUuH, BO3IATaeTCS Ha OTBETCTBEHHOI'0
mo samute uupopmaunn B HCIIH u oTBeTcTBeHHOro 3a OPraHU3amMI0 00padoTKH
TIEPCOHANBHBIX AAHHBIX B OpraHm3anum.
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6. [lomkHOCTHbIe 06s13aHHOCTU Nonb3oBartenen UCIMOH

JlomkHocTHBIE  0Os3aHHOCTH  monb3oBatenedl MCIIJIH ommcaHsl B CIEIYIOIIMX
JTOKYMEHTaxX:
o MHcTpyKIms aqMUHACTpATOpa 6E30IMacHOCTH;
e Hucrpykims moap3oBaters o skciuryatamua C3H 8 UCIITH;
e MHCTpyKnusS [O OpraHM3alld pe3epBHpOBaHHs M BoccraHoBienus MCIIIx,
o6paboTka nHIAAEHTOB Ge3onacHoctu [1/1H;
e Hucrpykuus nonszosareneit UCI1/H;
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7. OTBeTCTBEHHOCTL coTpyaHmkoB UCTIAH Opranusauymu

B cootse e oro 3akoHa Poccuifckoit @enepanun ot 27 urons
2006 r. Ne 152-© IX» JIMIA, BUHOBHEIE B HAPYIICHAH TpeGoBaHMit
nanHoro ®dezer: @/KTaHCKYI0, YTOJOBHYIO, aIMHHHCTPATHBHYIO,

JIUCIHIITHHADHY ¥ VIO 3aKOHOJaTeNbcTBOM Poccmiickoii ®eneparnun
OTBETCTBEHHOCTS

JeiicTBy PO mosBonster mpenwsBIATH TpeGOBaHHA IO
obecneyenuo & 3amMmaeMol  WHQOpManuel M IpeAyCMaTpHBaeT
OTBETCTBEHHOCTH BICHHBIX IpaBHJ SKCIUTyaTanun DBM um cucteMm,
HENPaBOMEPHBIIT HH, €CIM 9TH NEHCTBUS HPUBENH K YHHYTOXKCHHIO,

GIOKHPOBAHHIO. MC <
272,273 1274 YK 2¢

AIMHUHHCTDZ
BCE JEHCTBHSL, COBS
€CITH He JIoKazaH ¢

Tpu Hapy:
CBA3aHHBIX C G
JIeHCTBYIONIUM 3aK

S DMallH} WK HapyleHuto pabotst OBM mm ceteit (cratbu

ZIMHHACTPATOpP GE30I1aCHOCTH HECYT OTBETCTBEHHOCTH 3a

1 HX yYETHPIX 3aUCeH MIIM CHCTEMHbIX yYEeTHBIX 3aIHCeii,

OBAHHOTO MCIOJIb30BAHMUS YIETHBIX 3aIIUCEl.

~mnkavu Opranmsamum — nonssoBateneit VICIIIn npasm,
[IllH, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO

oM Poccniickoit @enepanun.
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CnucoK TepMUHOB M onpeneneHui

Opraunnzauus — MAY JIO LTT «IOHbIi TexHUK» TIOMEHCKOTO MyHUIMITATHHOIO
paiiona

II/Tn — nepcoHanbHEIe NaHHEIE.

HCII/In — mHGOpMAaIMOHHAs CHCTEMA T1EPCOHANBHBIX JAHHEIX.

APM - aBTOMaTH3MPOBaHHOE paboUee MecTo.

C3II/In — crcTeMa 3aIuThl IEPCOHANBHEIX JaHHbIX.
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1. O6wWwme nonoxeHuns

Hacrosamuii noxymMeHT ycraHaBnuBaeT TpeGOBaHHA K OOECIEYEHHIO OE30MaCHOCTH
IEPCOHATBHBIX JAHHBIX IpPH HX 00paboTke B HHOOPMALMOHHBIX CHCTEMax, a TaKkKe
HE(GOPMAIMOHHBIX TEXHOJNOTHMH M TEXHHYECKHX CPEJCTB, IO3BOJISIOUMX OCYIIECTBIATH
006paboTKY TaKUX NePCOHAIBHBIX JAHHBIX C HCIOJIB30BAHMEM CPEJICTB aBTOMATH3ALNH.

Iomutuka paspaborana B coorBercTBuEH ¢ KonctuTynumeit Poccumiickoit ®emeparun,
Denepanbubv 3ak0HOM 0T 27 mons 2006 r. Ne 149-®3 «O6 undopmanun, HHOOPMAIMOHHBIX
TeXHOJIOTHSX H 0 3amute HHbopMmarumy, PexepatbHbM 3akoHOM 0T 27 urons 2006 r. Ne 152-
®3 «O mepcoHaNbHBIX HaHHBIXY, [locranosnenuem IIpasurensctea P® ot 01.11.2012 1. Ne
1119 «O6 yrBepxaeHHH TpeGOBaHMIA K 3aIlHTe MEPCOHAIBHBIX JAHHBIX NPU HX 00paboTKe B
HHDOPMAITMOHHBIX CHCTEMaX IIePCOHATBHBIX JMaHHBIX», Ilpukasom ®OCTIK Poccun ot
18.02.2013 Ne 21 «O6 yTBep:KIECHUH COCTaBa M COACPIKAHHUS OPTaHU3ALMOHHBIX M TEXHHIECKHX
Mep 1o obecredyeHHIO Oe30IacCHOCTH IIEPCOHANBHBIX JAaHHBIX IIpH HMX 00paGoTKe B
HHQOPMALONHBIX CHCTEMAaX MEPCOHATBHBIX JAHHBIX» H ONpeleNseT HOPAIOK 3allliThl
TIepCOHAIbHBIX JJaHHBIX, 00pabaTeiBaeMbIX B OpraHu3aliim.

1.1. Henb mMoJMTHKH.

Omnpenenuts TpeboBaHHs 6E30MaCHOCTH K IEPCOHATBHBIM JIaHHBIM, 06pabaThiBaeMBIM B
HHOOPMAIMOHHBIX CHCTEMAaX NIEPCOHANBHBIX JaHHBIX OpraHu3alyy, ¢ LeNbi0 IPeJOTBPAIEHHS
TI060ro HECAaHKIMOHMPOBAHHOTO JIOCTYIIA.

KputnuneiM  akropom GeszomacHoctr ITJ[H sBisiercs opranusanus 5()QeKTHBHOTO
KoHTpoxst pocryna K ITJIH, oOpaGarbiBacMbIX B HH(OPMAIMOHHBIX CHCTEMAX MEPCOHANBHBIX
JaHHBIX. OTCYTCTBHE aAeKBATHOrO KOHTPOJIS JIOCTYHa MOXKET BECTH K HECAHKIHOHUPOBAHHOMY
Joctymy k MCIT[{z Opranusanuu.

1.2. O%jacTh NpUMeHEHHS.

TpeboBanns Hacrosmieli ITONMTHKH pACIPOCTPAHSIOTCS Ha BCEX COTPYIHHKOB
Opranusanuy (IITaTHBIX, BPEMEHHBIX, Pa0OTAIOIMX 110 KOHTPAKTY U T.I1.), & TAKXKE BCEX MPOUNX
T (HOAPSTYKMKH, Ay JUTOPHI U T.IL.).




